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[?@3S] 441-837 

[^1 ^3A| 1265&IXI ^Sl.fiSOHl 605 § 

1205 m. 

i^m kr 

(2J) 

20 S 29,000 S 

[3f^sas] os o§! 

[^£1^!^&S] 0 2 OS! 

[^AFS^S] 16 m 621,000 S 
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[§¥Alfl] 1. fi^AH- SAilAH(£S)_1S 
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7] C^olEil- ^JL^JL, ^71 <#JL<Sj-^ C-flolEil- #^Hr 3^*1^ ^-71 El] °1 &) -g- 

£ 3 
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c-flolEi ^1^*1 ^s}- Al^tfl ^ ^-^1^ wj-^ {Apparatus and System for Data Copy 
Protection and Method therefor} 

S l^r ^r 2 ! *ll <^^^.(Copy Control Informational) 3.^} tcf^E AV^H^ <£S.3\- 

£ 3^: ^°fl 4^" °1 &) ^51-1- W ^-fr M-E}^ oi]Al£. 

£ 5a^ *r€- c-flolEi °]-jLS|- H-EHI^r 'S^H ^ fi] 

51 6^ 37V^1 2-bit ^fl^>Ji *fl^-i- ^tr ^ 

£ 7£- ^<Hl ^ 3^2] DES ° D >11 ^»l^-tr *fl^# ^ M-EHfl 
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<10> t^ig AjJr^E] 7l#o] ^tg-ofl ^ tfo^ ^=21 C]*1H 714 ^ 7l4«7 r ^5] 

i^-slJi $lcl-. ae^, o]^*v ^1 ^ 7 }^*fl*H s.&Q 3M3*r ^^<?i 

A^r AA^lA Hi^r ^Ht2*} ^ ^*fl€ <$A . 3e<*flfe °1 

Eitt tflolE^ ^ V 7l 3*fl <^ 7}7l « 0 V^ol ^^dl, ZL ^, 7> 

2} ^H^iLCCopy Control Information; °\*\ XCI'^Jl °l-8-*>^ u o v ^°l Si*}. 

<n> o_s ^SI^tt 4^ *1b] ?i E Jia ^l-g-^H ^1«H ^^itr S7d°_3. 4^7} 7>^tr^l 

£l<H &tf. naJM, vilH^a ^#^1 Sl^HS. S^i-g: ^^>7ll Aj-tfl<*| 7l7H 

^A^ol c^o] t 57 fl 7 ]<£o] ^)o>o.s.^fi1 5C DTCP (Digital Transmission Content 

Protection) #7] CCI* °l-g-*><^ Sfl^l-ul $X^. °l^tr CCI^jSLfe 

iS£L^L jEA]S|Bl, 47H -fH83 2.H.» -g^Hr 7>^^cf. CCI ^ ^1 

^^-S. £ 16\]X\ £Al^V «>S]- ^Cfl, '00' £r ^^tb ^^IM" ^-Sl^-71- 

•a-X^-S 4^r*l ^7] nfl^-ofl AV^JeL^ *r-fi-#7fl ^-AV7V 7^*V ?>3} = 5)(copy free)* 
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*r *MHM =t- 91^ 'copy free but encrypted' # ^^t\JL, '10' 

o. a.A> 7 > 7V^*>ZL ^a>*1 * «-E^ ^-a> 7 > ^5]^ 'copy one generation'* <4&}-^ 

-2, 'll'^r ^tfls. 4 A >7> 'no more copy or copy never' # M-E^t).. 

<12> n^t-fl, AV ^B^vflofl 7}^S\o] 91^ CCI SJEL^ -fi-^o] e ^ b^-je , >M(status)7r " 

^si-" ^-Efl* M-Hfvfl^ fi^ia^ o J-^5i- y o v ^* *v-8-*iM 71^-sh ^ 

contents, # "no more copy or copy never" ^ ^tilr ^Jl ^i^ll^S] «-^^.^]7]- 7}^} 

cf. ofl-g- -s-c^a} "copy one generation" or "no more copy or copy never" 2] CCI ^^L-i- "copy 
free but encrypted" £HS ^ tH} 1 ?! , QS./tfm w o v ^°l 3-§-3°i 5U— — 

y\ ^MHJ^ l"^4^l7> 7Hf*}7ll ^cf. s*V, "no more copy or copy never" 

^1 CCI ^3.7} "copy one generation" CCI ^JiS. ^^5]fe n>^- 7 >^S. «1«1^ 

^>7 r 7>^*>7ll 3t|.. 

<13> £t 71^^ yl^oflA-]^ f^JES ^-Efl(Status)7> "^it 1 ^ ^Efl» 

M-Bl-iflrtl a?} ^(security levelHl ^31&o] ^<y^. oj-^/^s.^ ol^o^ja jg., ^ 

<i4> a 4^ -g-*)l^Jl.£. ^#e^°l^^ #( compliance rule) 4 t 544. 7l^7l# 

£r CCI ^iLtfo) ^-Jl^I ^a}^ ^eM^' t- 

(compliance rule)°l ^flS}*l S^cf. ^, X|^efloflAi 01a 

7)^o] 01^ CCI wlia^ ^A>*j-o) 0)%^ CCI ^-£^1 
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jl ^s^l ^.fi-Sofl ttHg- ^j^sfls-wj-w^ ^e)^-o_^_Ml (ofl# -i-^ ii : high, 10 : 
medium, 01 : low) ^€^^1 H <##-§- -frx}^ ^ ^-fr 

W ^H^iL» it^Tr *lH^-£- ^"71 ^H^^l ^ 4^ *)H2:ei°}1 

^*Rr ^o)b\ i^Rr cfloiE^ 4*him» w ^#*i*}-, 4*fl 

A oM ^H^iLofl n}-g- ^c^s. cofl cfl-§-^>^ c-flolEil- Sfl4*Rr cflolEi 

<18> Hi*}-, ^- ^-rgdl 4= cfl olEi 4*H H o V *l *1^£: #71 ^f^u}-. 

^H^H^l n}^- AA$\ ^HSJ^l cfl-§-*H ^M^S <y-S5|-^>^ ^T5Kr *Hl#7fl, # 
71 31 ol Ei 1- ^A)<5>J1, #71 Cil olEi^^-Ei #7l *)H^iL» ^#*Kr ^2^741, 
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A oM ^#43 ^«H^-ji6|| afs ^o^s.^ofl cfl-g-sH cflojEil- *fl=-*>fe ^]3^^1» ifj- 

<21> ^ofl & °H HH^I^r AViH^ OH^I* SX^ <^3. 

31, 4^1^11- 3tr ^l^^iL^ CCI* °\)3- ^^*>7ls 

<22> £ 2^r ^ t^ofl 14s. ^j^o^^ ^cofl nj-^. AV^H^ o}-Jr;§)- ^Vgfl ^ ^Ji/Sfl 

^ #JrS}-/sfl^- 5L£L# ^ ^, '01'^ 'copy free but encrypted'-^ M-eJ- 

tfl^r 2 = 1-g- M-Bf^Jl, '10'^ ^-f^ 'copy one generation'^- M-b}-^^- 2.= 24 
M-^Jl, 'll'^l ^-f ^ 'no more copy or copy never '1- ^e}^^ 2.^ 3^g- M-^f^l^f. 
<23> 5L 3^ ^ ^ofl tiHE-1 ^Sj-l: ^ t!r ^-|- ^Eftfl^ ^s^, ^0]^ 4 

^Wt W #4^*1(300)^ CCI^= ^-^(320), ofl oj e| » ci-j^Rr <y-jLSKE.l:(330) , 
°J-JL5}-^ AViH^ 5E^r Jl si- ^1^1 AV^B^-i- ^^Kr AV^H^ #^(340)* 

%7] CC13.B. ^^f(320HH^ AV^B^^l o\u]isY CCISJE.^- ^7>s>o^ ^^1^(310)1- 0 J 
3-Q*k ^^^11- ^?r4. ^ &°] "copy free" <?] "00" ^ °^S.^-3.^ 

(330)^ Tl^xl <£s.§m*} ^ AV^B^ ^^(340)^ §-*H ^nfl^ 

°fl ^^^M- -f-«H ^i^^cf. "copy free but encrypted (01), copy 

one generation (10), no more copy or copy never (11)" 91 ^-T-°fl^- ^■Jl5]-2 : i-(330) o fl^i *\ 
B l=f€- <£3L3\- 2=^1 ^^7} <Ss.3±S\o] AV^B^ ^^^(340)* *^fl <£2)£\ 7)^ 
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"01" 91 ^-f-fe S-H. 1, "10" 91 ^-f^ 2.S. 2, "11" °] ^-f-fe S.H. 3 A 7 A ^^A] <&S. 

^-5) <H (331,332,333) ^-SsJ-S-l- (330H ^-^§>7fl ^tf. 

W ^^1(400)^ CCI 51 = ^ a} (420), o] E| 1- sfl-i^Kr < a-«fl^-2-l-(430), *fl^ 
€ AViH^ JEE^b ^ AV^S^# #^Rr AV^B^ #^(340)* 5.^*}. CCI 

Si= ^A>«-(420)fe ^Itr AV^S^ (410 H ^w)^ CCIS = » #aL 5^*1 ^A>^-cf . u><5} , 
CCIi2.E.7} "copy free"*! "00"# M-H^tfl^, Oft ^-2.-&(430)^r ^ AV^B^ 

(440)# ^Sfl AViH^o] #^^4. tij-^oll "copy free but encrypted (01), copy one 
generation (10), no more copy or copy never (11)" 91 ^-f^l^ 4-1- sfl^-_E.fK 430H1 

AV^^o] ^^Er^o] AV^H^ #^^(440)1- ^ ^"01" 91 ^^Hr 1 

trfls- 2.^(431)^: -f-*fl , "10" 91 -E--E. 2 *fl -^-2.^(432)^: f-*fl , "11" °] ^-f ^ S.^ 3 

sU^-2§(433)-t- ^ *fl-^sH AV^B^ #3 -¥-(440)* -§-*fl #^€^k 

<25> £ 53TT £ ^ofl 3HE1 ^^Sf *r^* M^tt SJ^H If£l^, 

^li^, ^i^lsl- CClS-E.il- ^^*VJKS510) ( #7l CCI 

3Ef ^A]-*1-^(S512) CCISEL^ol '00'olig %>JI ^-7l^-npfl^ ^ c] 

°H 7l^-tr4(S518). ^ CCI^=^°] '00' ol ^M^, CCIS^M tfl-§-*>fe- <y-Jr » 
^tr4(S514). ^, '01'^ 1, 'lO'^l ^^-^l^r 2.S. 2, 'll'^l ^-f °fl^ 

30I s}tf. a 0 V 7 1 oj-^ aJe!|5|^ | ^-71 S.^} rfl-g-^b <y-SSl-* ^r*g *>JI(S516) , 
#Ji3r€ nj^^o!] 7 l^*Vcf(S518). <=>1 nfl, *1^<>H 7l^*Hr rfl 

*1 TT, i Hd **fl <&3L&& *fl^*Rr ^S. $X^. 
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<26> £ 5b^ -g- ^°\) of-E- 3]o]Ei «fl^" M-^m^ «J-*UH ^e] zl 

^H^, <&3LQQ CflojE^l- Sfl^SRr ^(deviceHl Cfl °}K\7} 7}^& % 7 ]^v\\z\}2\. ^ n) 
^W-(S550). °1 ufl, # 7 j njc]^ cflA] -B-,-?-^ ^^nfl^l- f-*fl cflolEi# ^a]^ 
54*}. ^-71 n]cH ^5}^ c-HojEiS-^-E^ CCI1- ^^>c^(S552) 

<H, CCIi3=^ol 'GO'ol o}qE}-ig ( CCI^M cfl-g-*}^ oj-jr S £L1- ^ W(S554). ^, 
■Oi'o] ^ofl^ 3-IEL 1, '10' 91 ^^Ml^r S..EL 2, '11' 91 ^^-o)}^ SJE. 30) =}rf. #7] <y.jr 
5L.E17} ^£1^, ^7} 5LB-°\) cH-§-*H flfel- Sfl^Kil *fl-^-€ ^^l^o)l cfl^- AV^ 

— a it #^th}(S558). 

<27> £ a. ^o]] ^ 37M -fH83 2-bit ^ ^^}J1 t-lHEi Sfl^-i; ifltr ^ 

M-^-vflfe cflolEi ^1(S600)^ AV^H^(610)-g- ^^JL, CCI^H. ^ 

^}-¥-(620HH AV ^H^^IM CCI5I=3M; 3*rtr4. CCIi2£L^ol '00"?] ^ 

-f *fl^-S^(630)^r 7^*1 ti}5. AV^B^ #^(640)* -f-^H #^§>7fl ^cf. «V 

CCIS^^ol -or, -lO 1 , '11' °1 ^4-^1 «fl^-2-l-(630)ofl^^ Aj- 7 ] cClS^32f s^*}. 
^-8- ^iteS- Sfl^Hl-71 key M ^^tilH(MSB) 2} S}^ ti lB(LSBHl ^-^tb^. a d 

#3 -*f (640)1- *<?H €4. 
<28> £ 7^. ^ m]-^ 4 = ^ ^^l^o] ^ofls^, 3f^ DESCData Encryption Standard) <& 
^ °l-g-tr cflolE] *|) -=--§- ^-i- ulEl-tfl^ ^Al^olcf. DES°J-^^ <&Ji7)Sr ^ 

5L7l7> ^ rfl^l^l 1960^^ IBM°1] A "| 7fl^f^ 19771^ c]^- if oj-J: oJ-jie|^ 
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SL3. *fl^SM ^-£7> HS>=7l nfl^-ofl ^--§-71^- *\W)*\<L3. A>-g-S)jl ^ oj- 

J^t}. DES^S^ cfl^l t^^lS^ ^^9] z> ^--S-cq zjoj 7 > 64t)]B°li 7l7> 64«lB(^l 
3.tt 56«1B7> 7Hji 8«1H^ <^l^-°1 64«]B<y ^J^tf. DES ^Jl^^^r 64«1 

sg^-ol 165}^E2] Feistel "S'tfr-i- 7^ 64*1 B^ <y-JL^°l u)-.2.7fl %o]t\.. 
<29> 2^ DES(Double_DES)^ 56«lB<y 27fl^ ^s. <£JL7l 112*1 B» a>-8-«H DESS 2«] ^4 

*H -U^fe £jLB1#°1j1, 3^ DES(Triple_DES)^ 56t>lB°] 27fl£) a^ 112*1 
B» A}-g-s>^ DES« 3¥j ^*>o} ^<8*Hr °^e|^o]cf. 
oo> a. ^ofl oio^a^ ^11^-2.1- (730) ol CCIflM '01' 91 DES*11^- S-l-(731)* 

CCl&°) '10' 91 ^^Itt 2^ DES(Double_DES)sfl=- 2_l-(732)# ^WJI, CCI5)M 'll'^l ^ 
-M^- 3^ DES(TripleJ)ES)«fl^- £^(733)# ^^B}. # 7 1 ^(731, 732, 733 W 

^>-g-*>^ 31 #Jls}-«: ^^l ^-<^ A}-g-*lT}. 

^*Rr ^(Jitf high, medium, low), ^>7> *7>^*V ^^ofl C CI 

#°^h ccm* wijn^ ti-* ^ ^ ojAj. ^^^i ^ m- *n^m CCI 

<32> A^*l £ ^ 0. ( ^x$o] 7l^O>o)lAi -f-AVo^ xl^l-i- 7>^1 *H1 5>M 

21-11 



1020030032083 <£z}: 2003/12/23 

[^31 as]-] 

<33> a o v 7 i*v a>sf ^o] o]^^^ a. ^-rgofl ^)]3^H1 ^ 1-^ ^-^1- Jl-oH 
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1] 

[^*<r 2] 

31 #1 ^-JlM cflolEil- ^A]*>^ z\)o]b\ 
[^^^ 3] 

A oM ^H^Ji^ ^r^H^iUCopy Control Information, CCI)# ^]o]b] ^^t.)^ 
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S. ^ 7)122..!= , ^ Sa_cn4 til 0^7} <£JLS|-^ *)132. S.# S#*Hir OH&| 

* 3^ #*1- 

^12*<H1 5U°H, 

*H«cM» #*1. 
6] 

*f5f #7l Oil °1 3 ♦ #7l ^HS-JEL^ aHE- ^ 7 flSl oJ-3lS^*|-jl, #7l ^1^^ 

#71 C-flolEil- ^#^r>^ #7l *)H^iL« M^ul. #7l ^H^ofi ^ 

21 2.2.^1 ^ -§-T5}<*| #71 ^££1 ttJ-S. ^ 711 Si ^ £-3. tlMEll- *H=-«Hf- ^4l#*l» 

7] 

#7l ^H^SL^ ^^IH^^. (Copy Control Information, CCD* 3Etr* r fe 31 ^HlM* 
8] 
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S. ^ ^l2S-=, ^ cflojE^V <a-S15|-^ ^132.= 1- 5Lf-*Kr 

[^t 1 ^ 10] 

«H -*7i *)H5-^<>)] 4^- ^7fl^i c-floiEii- <a-jL^*H *i^Kr *fli#31; 
A\ 

£.3. cflolEi# Sfl-^Rr ^13^7115 3£^-*Rf C-flo)El 4^1« 0 V^1 w o >^ 
[^T 1 * 11] 

^110%H1 &°H, 

<#7] *\}°}^*L^ 7}^ *H <H^(Copy Control Information, CCD* 3L^>^ cflo]E-| 4*fllM 
12] 
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£- 7}3\?Q- ^ &tt mS-^L, ?r^% v *c 91°-^ 0 J-1^?! ^132-^1- ofl o] e-| 

[^T 1 * 13] 

^110%H1 9X°1*\, 
14] 

rq-^. »f7Hs] « 0 v^o_5. <y-JLs^ tiHEi-i- 71^- *V 7l4npfl. 
15] 

^-71 ^H^Ji^ ^V^MM^ H (Copy Control Information, CCD* i^r^ 7l^- D fl*fl. 
16] 

^114%H1 

5. ^ *fl22.-B, ^ ^[O uf CH| oj £■] 7> °J-1^^ ^1351-ELl- i^Hr 
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[51 <3] 



[51 


1] 




AV^sgoi CC | 3;c ^ # EH (status) 


gfs m (Status) 


00 


Copy free 


dl8ss) 


01 


Copy free butencrypted 




•10 


Copy one .generation 




11 


No more copy or copy never. 





[51 2] 



AV±ego| CC | 3 c g ajqi (status) 


m (Status) 


&s/5H^ EE 


00 


Copy free 


mm 




01 


Copy free but encrypted 




EE 1 


10 


Copy one generation 


ma 


SE 2 


11 


No more copy or copy never 




EE 3 


[51 3] 

300 



310 



Sfsf £#(330) 



01 



320 



10 



11 



2= 1 &ssa- 

2SC331) 



2E2 St~S&' 
2S(332) 



as 3 g[isi 

2 §(333) 



AV ^: J= = 

3^^(340) 



00 
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[-E 4] 



410 



400 



420 



anumoise 

(CCD 3E SAt 



01 



10 



11 



00 



SH= 2S(430) 



SS(43t) 



2E 2 8H = 
£#(432) 

ss 3 mm 

e&(433) 



AV § 

'ft s« '¥(440) 
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15. 5al 



Ol- 



us (ecu mm 



S510 




oi- 



EH 



S516 
J 



1 


s 


518 

; 


□ ICICH CMI 71^ 


< 
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5b] 



S XI (device) (HI 
OIPCH ^gJ 



S550 



S552 




•1 


S5! 


58 




« 
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610 



AV 



15L 7] 



710 



600 



620 



*(CCI) 3E 3A> 



700 



AV 













01 



01. 



10 



it. 



10 



11 



8H^ S§ 

(630). 



640 



AV^Mg 



00 



8H^ ag.(73.0) 



01 I 



720 



(CCD 2E 2Af¥ 



10 



11 



DES 6H^ 

3 §(731) 



2g DES 

SH^S 6(731) 



3g DES 

I^H5(731) 



740 



AV ^SS 



00 
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